
Red Flags:  Spotting the Signals 

In today’s age, it’s no surprise that scams have become more 
sophisticated and prevalent than ever before.  Scammers are 
constantly adapting their tactics, so staying informed and cautious 
is your best defense against their attempts.  While scams continue 
to evolve, red flags that can help identify them remain consistent. 
Here's a list of some of the most common red flags to watch for: 

 
 

 
 Too Good to Be True Offers:  If an offer promises unbelievable returns or benefits with little effort, 
be cautious.  High rewards often come with high risks. 
 
 Urgent Calls or Emails:  Scammers use pressure tactics, like urgent messages claiming you’ll miss 
out or face dire consequences.  Never rush into decisions.  It’s okay to slow things down and think it 
through before taking any action.   
 
 Unsolicited Communications:  Be wary of unsolicited emails, phone calls, or messages, especially 
if they ask for or mention issues with your personal or financial information.  Be cautious when 
unsolicited emails or messages request that you reach out using contact information or links 
provided.  Only reach out using information you’ve been able to confirm from an official website. 
 
 Unusual Payment Methods:  If you’re asked to pay with a gift card, wire transfer, cryptocurrency, 
or Person-to-Person transfer like CashApp or Venmo, be suspicious.  Legitimate businesses prefer 
traditional payment methods, but scammers prefer to receive payments immediately using methods 
that are difficult or impossible to track and stop. 
 
 Requests for Personal or Financial Information:  Be cautious with your sensitive information.  
Don’t share sensitive personal or financial information unless you’re absolutely certain of the 
recipient’s legitimacy.  Remember, with technology available today it’s easy for a scammer to 
impersonate someone you might normally feel comfortable sharing with. 
 
 Too Much Information:  Scammers may use excessive details or flattery to gain your trust quickly.  
Be cautious when you’re approached by someone who moves quickly and encourages you to do the 
same. 

 
 Poor Grammar and Spelling:  Many scam messages contain glaring errors.  Legitimate 
organizations usually have professional communication. 
 
 Trust Your Instincts:  If something feels off, even a little, trust your gut.  It’s better to be safe than 
sorry.  If you find yourself in a situation you aren’t sure of, slow down and ask someone you trust for 
help. 

 

 


