Data Breach Blues

Discovering that your personal data may have been exposed in a breach can be
alarming, not to mention extremely frustrating. It's natural to be concerned when
you receive notification that your information has been compromised, but it's
important to remain calm and composed. Data breaches can happen to anyone,
and the most important thing you can focus on now is making sure your personal
data is safe moving forward. Take a deep breath and follow the steps below to
minimize potential impact.

e Review the Letter Thoroughly: Carefully read the notice you received. The letter should contain essential information
about the breach like:
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The organization’s name and date or estimated timeframe of the breach
The type of data that was compromised

Steps the organization is taking to address the breach

Contact information for the organization’s support center

Information on how the organization is going to help you recover

e Understand the Specifics: Data breaches can vary in scale and impact, but they often expose sensitive information
cybercriminals could use for malicious intent. Here are some of the most common types of information that could be
included in a data breach:
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Personal Identifiable Information (Pll) like your full name, address, date of birth, and Social Security
number

Financial information like account numbers or debit/credit card numbers along with payment
verification codes.

Login credentials

Health and medical data

Personal communications like private messages or chat logs

General data like your IP address, browsing history, and activity logs.

Purchase history and specific transaction details

e Take Action: It's important to recognize that exposure in any combination of the information listed above could be
detrimental, as criminals could use it for identity theft, financial fraud, targeted phishing attacks, and other forms of
exploitation. If you receive a data breach notification, take proactive measures to secure your information and minimize
potential risks. By following the steps outlined below, you can protect yourself and your personal data from further

harm.
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Prioritize changing your passwords to any accounts that could be affected. Be sure to create strong and
unique passwords (or passphrases) for each account. It could also be beneficial to consider using a reputable
password manager to securely store and manage your credentials.

Enable multi-factor authentication for online accounts, especially those impacted by the breach.
Monitor your financial accounts regularly, and immediately report any unusual or unauthorized activity.
If there is any indication your financial account numbers were included in the compromise, it's a best practice to
work with your institution and change your account numbers. This will help you avoid any unauthorized charges
in the future, as it could take several months for your accounts to be impacted.

Consider placing a credit freeze or fraud alert on your credit reports to prevent unauthorized activity.
Make use of any resources you're provided. Typically, when your information is involved in a data breach
the impacted company will offer services to help you moving forward. This could include free or discounted
identity theft monitoring and other resources you'll need to report and recover from potential identity theft.

e Stay Educated: Any time that your information has been exposed, you're more likely to be targeted by various social
engineering attempts. Make sure that you're aware of popular scams and red flags you can look for to stay safe moving
forward.



