
06/23/2023: Spotting Job Scams   

 

In today’s competitive job market, scammers are lurking, ready to prey on 
unsuspecting job seekers.  Job scams can range from fake employment 
opportunities to identity theft schemes, posing a significant risk to both 

your personal and financial well-being.  When searching for jobs, it’s 
essential to be aware of these scams and to be equipped with the 

knowledge to protect yourself.  

 
 Research Potential Employers:  Before applying for any job, research the company thoroughly.  Verify its legitimacy 

by checking official websites, reading reviews, and searching for news or press releases.  Be cautious if the company’s 
online presence seems sparse or inconsistent.  Legitimate employers will have a solid online presence and a history 
of positive interactions.  

 
 Beware of Unrealistic Promises:  If a job advertisement or recruiter makes grand promises of high salaries, quick 

promotions, or work-from-home opportunities with minimal effort, be wary.  While it’s natural to be optimistic, 
remember that legitimate job offers typically require hard work, skills, and experience.  Unrealistic promises are 
often huge red flags for job scams.  

 
 Never Pay for a Job:  Legitimate employers will never ask you to pay for a job opportunity.  Be cautious of any 

requests for upfront payments, registration fees, or investments.  Scammers may disguise these requests as 
processing fees or training expenses.  A genuine employer will handle all expenses related to recruitment and 
onboarding.  
 

 Spot Fake Job Postings:  Scammers often post fake job advertisements on various platforms, including social 
media.  Look out for poorly written job descriptions, grammatical errors, or generic job titles.  If a posting lacks 
specific details about the company or the job requirements, it may be a red flag.  Legitimate job postings provide 
clear information about the company, job responsibilities, and required qualifications.  
 

 Be Cautious with Personal Information:  During the job application process, be cautious about sharing sensitive 
personal information.  Legitimate employers will typically request essential details like your resume, contact 
information, and work history.  However, be wary of providing financial information, your social security number, or 
copies of official documents until you’ve thoroughly researched the company and are confident in its legitimacy.  
 

 Trust Your Instincts:  If something feels off or too good to be true, trust your instincts.  If a job offer feels rushed, 
lacks clarity, or involves unconventional recruitment methods, take a step back and investigate further.  Scammers 
often use high-pressure tactics to prevent you from asking questions or researching their legitimacy.  Legitimate 
employers will give you time to make an informed decision.  
 

 Be Wary of Requests for Gift Cards or Sending Money:  Scammers posing as employers may ask you to purchase 
gift cards or send money as part of your job duties.  In some cases, scammers will even issue an “early paycheck” 
and ask you to return a portion of those funds.  They may claim it’s for equipment, training materials, to reimburse 
the company, or even to make donations on someone’s behalf.  Chances are that they’ve issued you a bad check 
and you’ll be stuck with a significant loss. Legitimate employers have established processes for handling these 
expenses that don’t involve asking you to send money in any way. 


